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1. List of Directives
AccessDenyMsg -- Customise the response on failed authentication
AccessGrantMsg -- Customise the response on successful authentication
Allow -- Access control directive
AllowAll -- Allow all clients
AllowClass -- Class based allow rules
AllowFilter -- Regular expression of command arguments to be accepted
AllowForeignAddress -- Control the use of the PORT command
AllowGroup -- Group based allow rules
AllowLogSymlinks -- Permit logging to symlinked files
AllowOverride -- Toggles handling of .ftpaccess files
AllowOverwrite -- Enable files to be overwritten
AllowRetrieveRestart -- Allow clients to resume downloads
AllowStoreRestart -- Allow clients to resume uploads
AllowUser -- User based allow rules
AnonRatio -- Ratio directive
AnonRejectPasswords -- Block certain anonymous user passwords
AnonRequirePassword -- Make anonymous users supply a valid password
Anonymous -- Define an anonymous server
AnonymousGroup -- Treat group members as anonymous users
AuthAliasOnly -- Allow only aliased login names
AuthGroupFile -- Specify alternate group file
AuthOrder -- Configure auth module checking order
AuthPAM -- Enable/Disable PAM authentication
AuthPAMConfig -- Select PAM service name
AuthUserFile -- Specify alternate passwd file
AuthUsingAlias -- Authenticate via Alias-name instead of mapped username
Bind -- Bind the server or Virtualhost to a specific IP address [deprecated]
ByteRatioErrMsg -- Ratio directive
CapabilitiesEngine -- Enable/disable mod_cap
CapabilitiesSet -- Configure the set of Linux capabilities processed
CDPath -- Sets "search paths" for the cd command
Class -- Define a class of client connections
CommandBufferSize -- Limit the maximum command length
CreateHome -- Create and populate users' home directories as needed
CreateHome -- Create and populate users' home directories as needed
CwdRatioMsg -- Ratio directive
Debugl evel -- Set the debugging output level
DefaultAddress -- Set the address for the server to listen on
DefaultChdir -- Set starting directory for FTP sessions
DefaultRoot -- Sets default chroot directory
DefaultServer -- Set the default server
DefaultTransferMode -- Set the default method of data transfer
DeferWelcome -- Don't show welcome message until user has authenticated
Define -- Initialises Defines for IfDefine
DelayEngine -- Control the use of mod_delay
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DelayTable -- Sets the name and path of the file used as the timing table

Delete AbortedStores -- Enable automatic deletion of partially uploaded HiddenStores files

Deny -- Access control directive

DenyAll -- Deny all clients

DenyClass -- Class based deny rules

DenyFilter -- Regular expression of command arguments to be blocked

DenyGroup -- Group based deny rules

DenyUser -- User based deny rules

Directory -- Directory-limited configuration directives

DirFakeGroup -- Hide real file/directory group

DirFakeMode -- Hide real file/directory permissions

DirFakeUser -- Hide real file/directory owner

DisplayChdir -- Set the file to display when entering a directory

DisplayConnect -- Sets connect banner file

DisplayFileTransfer -- FIXFIXFIX

DisplayFirstChdir -- Set the file to display when first entering a directory [deprecated]

DisplayGoAway -- Set the file to display to a rejected connection

Displaylogin -- Set the file to display on login

DisplayQuit -- Set the file to display on quit

DisplayReadme -- Enable display of file modification times on a file pattern

Extendedl.og -- Specify custom logfiles

FileRatioErrMsg -- (docs incomplete)

Global -- Set some directives to apply across the entire daemon

Group -- Set the group the server normally runs as

GroupOwner -- Change default group for new files and directories

GroupPassword -- Set a group-wide password

GroupRatio -- Ratio directive

HiddenStor -- Enables more safe file uploads [deprecated]

HiddenStores -- Enables more safe file uploads

HideFiles -- Enable hiding of files based on regular expressions

HideGroup -- Enable hiding of files based on group owner

HideNoAccess -- Block the listing of directory entries to which the user has no access permissions

HideUser -- Enable hiding of files based on user owner

HostRatio -- Ratio directive

Identl.ookups -- Toggle ident lookups

IfDefine -- To control the use of sections of the configuration

IfModule -- Parse a section of config based on module name

IgnoreHidden -- Treat 'hidden' files as if they don't exist

Include -- Load additional configuration directives from a file

LDAPAIliasDereference -- Specify how LDAP alias dereferencing is done

LDAPAttr -- Map LDAP Attributes to something non standard

LDAPAuthBinds -- (docs incomplete)

LDAPDefaultAuthScheme -- Set the authentication scheme/hash that is used when no leading
{hashname} is present.

LDAPDefaultGID -- Set the default GID to be assigned to users when no uidNumber attribute is
found.

LDAPDefaultUID -- Set the default UID to be assigned to users when no uidNumber attribute is
found.

LDAPDNInfo -- Set DN information to be used for initial bind

LDAPDoAuth -- Enable LDAP authentication
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LDAPDoGIDLookups -- Enable LDAP lookups for user group membership and GIDs in directory
listings

LDAPDoQuotal.ookups -- Enable LDAP quota limit support

LDAPDoUIDLookups -- Enable LDAP lookups for UIDs in directory listings

LDAPForceDefaultGID -- Force all LDAP-authenticated users to use the same GID.

LDAPForceDefaultUID -- Force all LDAP-authenticated users to use the same UID.

LDAPForceGeneratedHomedir -- Force all LDAP-authenticated users to use the default
HomeDironDemand prefix/suffix.

LDAPForceHomedirOnDemand -- Force all LDAP-authenticated users to use the default
HomeDironDemand prefix/suffix. [deprecated]

LDAPGenerateHomedir -- Enable the creation of user home directories on demand

LDAPGenerateHomedirPrefix -- Enable the creation of user home directories on demand

LDAPGenerateHomedirPrefixNoUsername -- (docs incomplete)

LDAPHomedirOnDemand -- Enable the creation of user home directories on demand [deprecated]

LDAPHomedirOnDemandPrefix -- Enable the creation of user home directories on demand
[deprecated]

LDAPHomedirOnDemandPrefixNoUsername -- (docs incomplete)

LDAPHomedirOnDemandSuffix -- Specify an additional directory to be created inside a user's
home directory on demand. [deprecated]

LDAPNegativeCache -- Enable negative caching for LDAP lookups

LDAPProtocolVersion -- Set the LDAP protocol version

LDAPQueryTimeout -- Set a timeout for LDAP queries

LDAPSearchScope -- Specify the search scope used in LDAP queries

LDAPServer -- Specify the LDAP server to use for lookups

LDAPUseTLS -- Enable TLS/SSL connections to the LDAP server.

LeechRatioMsg -- Sets the 'over ratio' error message

Limit -- Set the commands/actions to be controlled

ListOptions -- Configure options used when listing directories

LogFormat -- Specify a logging format

LoginPasswordPrompt -- Configure to display the passwort prompt or not

MasqueradeAddress -- Configure the server address presented to clients

MaxClients -- Limits the number of users that can connect

MaxClientsPerClass -- Limit the number of connections per class

MaxClientsPerHost -- Limits the connections per client machine

MaxClientsPerUser -- Limit the number of connections per userid

MaxConnectionRate -- Maximum TCP socket connection rate

MaxConnectionsPerHost -- Limits the unauthenticated connections per client machine

MaxHostsPerUser -- Limit the number of connections per userid

_MaxInstances -- Sets the maximum number of child processes to be spawned

MaxLoginAttempts -- Sets how many password attempts are allowed before disconnection

MaxRetrieveFileSize -- Restrict size of downloaded files

MaxStoreFileSize -- Restrict size of uploaded files

MultilineRFC2228 -- Enable RFC2228 multiline response mode

Order -- Configures the precedence of the Limit directives

PassivePorts -- Specify the ftp-data port range to be used

PathAllowFilter -- Only allow new files which match a specified pattern

PathDenyFilter -- Disallow new files which match a specified pattern

PersistentPasswd -- Sets handling of unix auth files

PidFile -- Set the filepath to hold the pid of the master server
_Port -- Set the port for the control socket

RadiusAcctServer -- Setup RADIUS accounting details
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RadiusAuthServer -- Setup RADIUS authenticator details

RadiusEngine -- Enable RADIUS support

Radiusl.og -- Specify the logfile for reporting / debugging

RadiusRealm -- Setup the authentication realm

RadiusUserInfo -- Configure login information via RADIUS

RatioFile -- Ratio directive

Ratios -- (docs incomplete)

RatioTempkFile -- Ratio directive

RequireValidShell -- Allow connections based on /etc/shells

RewriteCondition -- Define a rule condition

RewriteEngine -- Enable/disable mod_rewrite

RewriteLock -- Set the filename for synchronization lockfile

Rewritelog -- Specify a log file for mod_rewrite reporting

RewriteMap -- Define a rewrite map

RewriteRule -- Define a rewrite rule

RLimitCPU -- Configure the maximum CPU time in seconds used by a process

RLimitMemory -- Configure the maximum memory in bytes used by a process

RLimitOpenFiles -- Configure the maximum number of open files used by a process

Rootl.ogin -- Permit root user logins

RootRevoke -- Drop root privileges completely

SaveRatios -- FIXME FIXME

ScoreboardFile -- Sets the name and path of the scoreboard file

ServerAdmin -- Set the address for the server admin

Serverldent -- Set the message displayed on connect

ServerLog -- Configure logs on a per-server basis

ServerName -- Configure the name displayed to connecting users

ServerType -- Set the mode proftpd runs in

SetEnv -- (docs incomplete)

ShowSymlinks -- Toggle the display of symlinks

SocketBindTight -- Controls how TCP/IP sockets are created

SocketOptions -- Tune socket-level options

SOQL Authenticate -- Specify authentication methods and what to authenticate
Group Table Structure

SOLAuthTypes -- Specify the allowed authentication types and their check order

SQI.Backend -- Set the SQL backend module

SOLConnectlnfo -- Specify connection information for the backend

SOLDefaultGID -- Configure the default GID for users

SQLDefaultHomedir -- Configure the default homedir

SOLDefaultUID -- Configure the default UID for users

SOLEngine -- Configure how mod_sql will operate

SOLGrouplnfo -- Configure the group table and fields that hold group information

SOLGroupWhereClause -- Configure a WHERE clause for every group query

SOLHomedirOnDemand -- Have mod_sql create home directories as needed [deprecated]

SOQLLog -- Log information to a database table

SOQLILogFile -- Specify a log file for mod_sql reporting and debugging

SOLMinlD -- Set SQLMinUserGID and SQLMinUserID in one place

SQLMinUserGID -- Set a minimum GID

SQLMinUserUID -- Set a minimum UID

SOLNamedQuery -- Specify a query and an identifier for SQLShowInfo and SQLLog

SOQLNegativeCache -- Enable negative caching for SQL lookups

SOQL.Ratios -- (docs incomplete)
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SOQL.RatioStats -- (docs incomplete)
SQLShowlnfo -- Create a message to be sent to the user after any successful command

SOQLUserInfo -- Configure the user table and fields that hold user information
SOLUserWhereClause -- Configure a WHERE clause for every user query<
StoreUniquePrefix -- Set the prefix to be added to uniquely generated filenames
SyslogFacility -- Set the facility level used for logging

Sysloglevel -- Set the verbosity level of system logging

Systemlog -- Redirect syslogging to a file

TCPAccessFiles -- Sets the access files to use

TCPAccessSysloglevels -- Sets the logging levels for mod_wrap

tepBacklog -- Control the tcp backlog in standalone mode
TCPGroupAccessFiles -- Sets the access files to use

tcpNoDelay -- Control the use of TCP_NODELAY

TCPServiceName -- Configures the name proftpd will use with mod_wrap
TCPUserAccessFiles -- Sets the access files to use

Timeoutldle -- Sets the idle connection timeout

TimeoutLinger -- Sets the timeout used for lingering closes

Timeoutlogin -- Sets the login timeout

TimeoutNoTransfer -- Sets the connection without transfer timeout
TimeoutSession -- Sets a timeout for an entire session

TimeoutStalled -- Sets the timeout on stalled downloads

TimesGMT -- Toggle time display between GMT and local

TLSCAC ertificateFile -- Define a CA certificate used to verify your client certificates
TLSCAC ertificatePath -- Define a path to the CAs used to verify your client certificates
TLSCARevocationFile -- Define a file with your CA revocation certifcates
TLSCARevocationPath -- Define a path to your CA revocation certificates
TLSCertificateChainFile -- Define an all in one certification file
TLSCipherSuite -- Define a cipher list

TLSDHParamFile -- Define a file used in Diffie-Hellman key exchange
TLSDSACertificateFile -- Point to the file containing the DSA certificate
TLSDSACertificateKeyFile -- Point to the file containing the private DSA key
TI.SEngine -- Enable TLS/SSL connections

TLSLog -- Specify a logfile for mod_tls's reporting on a per-server basis
TLSOptions -- Configure optional behaviour of mod_tls

TI SPassPhraseProvider -- FIXFIXFIX

TLSProtocol -- Define the SSL/TLS protocol version mod_tls should use
TLSRandomSeed -- Define a file for PRNG seeding

TLSRenegotiate -- Configure SSL renegotiations

TLSRequired -- Require SSL/TLS on the control and/or data channel
TLSRSACertificateFile -- Point to the file containing the RSA certificate
TLSRSACertificateKeyFile -- Point to the file containing the private RSA key
TLSVerifyClient -- Configure how to candle certificates presented by clients --
TLSVerifyDepth -- Define how deeply mod_tls should verify a client certificate
Transferl.og -- Specify the path to the transfer log

TransferRate -- Configure upload, download transfer rates

Umask -- Set the default Umask

UnsetEnv -- (docs incomplete)

UseFtpUsers -- Block based on /etc/ftpusers

UseGlobbing -- Toggles use of glob() functionality

UselPv6 -- Disable IPv6 support

User -- Set the user the daemon will run as
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UserAlias -- Alias a username to a system user
UserDirRoot -- Set the chroot directory to a subdirectory of the anonymous server
UseReverseDNS -- Toggle rDNS lookups
UserOwner -- Set the user ownership of new files / directories
UserPassword -- Creates a hardcoded username/password pair
UserRatio -- Ratio directive
UseSendfile -- Toggles use of sendfile() functionality
UseUTFES -- FIXFIXFIX
VirtualHost -- Define a virtual ftp server
Wtmplog -- Toggle logging to wtmp
2. List of modules
mod_auth -- Authentication module
mod_core -- Core module
mod_delay -- Prevent information leak through timing attacks
mod Idap -- LDAP authentication support
mod log -- Logging support
mod s -- file listing functionality
mod radius -- RADIUS based authentication support
mod ratio -- FIX ME FIX ME
mod readme -- "README" file support
mod _sgl -- SQL support module
mod tls -- TLS/SSL support module
mod_wrap -- Interface to libwrap
mod xfer -- FIX ME FIX ME

3. List of configuration contexts

server config -- server config
Global -- Global

VirtualHost -- VirtualHost
Anonymous -- Anonymous
Limit -- Limit

ftpaccess -- .ftpaccess

List of Tables
1-1. Enviroment variables
1-2. Enviroment variables

List of Examples

1-1. Example Usermap
1-2. Example FIFO/Named Pipe 1:1 mapping
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AccessDenyMsg

Name

AccessDenyMsg -- Customise the response on failed authentication

Synopsis
AccessDenyMsg [ "message"]

Default

Dependent on login type
Context

server config, <VirtualHost>, <Anonymous>, <Global>
Module

mod_auth
Compatibility
1.2.2 and later

Description

Normally, a 530 response message is sent to an FTP client immediately after a failed authentication attempt,
with a standard message indicating the the reason of failure. In the case of a wrong password, the reason is
usually "Login incorrect.” This message can be customized with the AccessDenyMsg directive. In the
message argument, the magic cookie '%u' is replaced with the username specified by the client during login.

See also

Examples

AccessDenyMsg "Guest access denied for %u.'
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AccessGrantMsg

Name

AccessGrantMsg -- Customise the response on successful authentication

Synopsis
AccessGrantMsg [ "message"]

Default

Dependent on login type
Context

server config, <VirtualHost>, <Anonymous>, <Global>
Module

mod_auth
Compatibility
0.99.0pl5 and later

Description

Normally, a 230 response message is sent to an FTP client immediately after authentication, with a standard
message indicating that the user has either logged in or that anonymous access has been granted. This message
can be customized with the AccessGrantMsg directive. In the message argument, the magic cookie '%u’ is
replaced with the username specified by the client during login.

See also

Examples

1

AccessGrantMsg "Guest access granted for %u.’
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Allow

Name

Allow -- Access control directive

Synopsis
Allow [ ["from"] "all"|"none"|host|network[,host |network([,...]]]

Default

Allow from all
Context

<Limit>
Module

mod_core
Compatibility
0.99.0pl6 and later

Description

The Allow directive is used inside a <Limit> context to explicitly specify which hosts and/or networks have
access to the commands or operations being limited. Allow is typically used in conjunction with Order and
Deny in order to create sophisticated (or perhaps not-so-sophisticated) access control rules. Allow takes an
optional first argument; the keyword from. Using from is purely cosmetic. The remaining arguments are
expected to be a list of hosts and networks which will be explicitly granted access. The magic keyword all can
be used to indicate that all hosts will explicitly be granted access (analogous to the AllowAll directive, except
with a lower priority). Additionally, the magic keyword none can be used to indicate that no hosts or networks
will be explicitly granted access (although this does not prevent them from implicitly being granted access). If
all or none is used, no other hosts or networks can be supplied. Host and network addresses can be specified
by name or numeric address. For security reasons, it is recommended that all address information be supplied
numerically. Relying solely on named addresses causes security to depend a great deal upon DNS servers
which may themselves be vulnerable to attack or spoofing. Numeric addresses which specify an entire
network should end in a trailing period (i.e. 10.0.0. for the entire 10.0.0 subnet). Named addresses which
specify an entire network should begin with a leading period (i.e. .proftpd.net for the entire proftpd.net
domain).

See also

Allow 10



Configuration Directive List

Examples

<Limit LOGIN>

Order allow,deny
Allow from 128.44.26.,128.44.26.,myhost.mydomain.edu, .trusted-domain.org

Deny from all
</Limit>

Examples
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AllowAll

Name

AllowAll -- Allow all clients

Synopsis
AllowAll [ A11owAl1l]

Default

Default is to implicitly AllowAll, but not explicitly
Context

<Directory>, <Anonymous>, <Limit>, .ftpaccess
Module

mod_core
Compatibility

0.99.0 and later

Description

The AllowAll directive explicitly allows access to a <Directory>, <Anonymous> or <Limit> block. Although

proftpd's default behavior is to allow access to a particular object, the default is an implicit allow. AllowAll
creates an explicit allow, overriding any higher level denial directives.

See also

DenyAll

Examples

AllowAll
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AllowClass

Name

AllowClass -- Class based allow rules

Synopsis
AllowClass [ ["AND" | "OR" | "regex"] class—expression]

Default
None
Context
<Limit>
Module

mod_core
Compatibility
1.2.10rc1 and later

Description

AllowClass specifies a class-expression that is specifically permitted access within the context of the <Limit>
block it is applied to. class-expression has a similar syntax as that used in AllowGroup, in that it should
contain a comma delimited list of classes or "not" classes (by prefixing a class name name with the *!'
character) that are to be allowed access to the block.

By default, the expression is parsed as a boolean "OR" list, meaning that ANY elements of the expression
must evaluate to logically true in order to the explicit allow to apply. In order to treat the expression as a

boolean "AND" list, meaning that ALL of the elements must evaluate to logically true, use the optional
"AND" keyword. Similarly, to treat the expression as a regular expression, use the "regex" keyword.

See also

AllowUser DenyUser AllowGroup DenyGroup DenyClass

Examples

# A regular expression AllowClass directive
AllowClass regex “known

# An AND-evaluated ClassUser directive
DenyClass AND bad, scanner

AllowClass 13



AllowFilter

Name

AllowFilter -- Regular expression of command arguments to be accepted

Synopsis
AllowFilter [ regular-expression]

Default

None
Context

server config, <VirtualHost>, <Global>, <Anonymous>, <Directoryl>, .ftpaccess
Module

mod_core
Compatibility
1.2.0pre7 and later

Description

AllowFilter allows the configuration of a regular expression that must be matched for all command arguments
sent to ProFTPD. It is extremely useful in controlling what characters may be sent in a command to ProFTPD,
preventing some possible types of attacks against ProFTPD. The regular expression is applied against the
arguments to the command sent by the client, so care must be taken when creating a proper regex. Commands
that fail the regex match result in a "Forbidden command" error being returned to the client. If the
regular-expression argument contains whitespace, it must be enclosed in quotes.

See also

DenyFilter

Examples

# Only allow commands containing alphanumeric characters and whitespace
AllowFilter "~[a-zA-Z0-9 ,]*s"
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AllowForeignAddress

Name

AllowForeignAddress -- Control the use of the PORT command

Synopsis
AllowForeignAddress [ on | off |

Default
AllowForeignAddress off

Context

server config, <VirtualHost>, <Anonymous>, <Global>
Module

mod_core
Compatibility
1.1.7 and later

Description

Normally, proftpd disallows clients from using the ftp PORT command with anything other than their own
address (the source address of the ftp control connection), as well as preventing the use of PORT to specify a
low-numbered (< 1024) port. In either case, the client is sent an "Invalid port" error and a message is syslog'd
indicating either "address mismatch" or "bounce attack". By enabling this directive, proftpd will allow clients
to transmit foreign data connection addresses that do not match the client's address. This allows such tricks as
permitting a client to transfer a file between two FTP servers without involving itself in the actual data
connection. Generally it's considered a bad idea, security-wise, to permit this sort of thing.
AllowForeignAddress only affects data connection addresses; not tcp ports. There is no way (and no valid
reason) to allow a client to use a low-numbered port in its PORT command.

See also

Examples
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AllowGroup

Name

AllowGroup -- Group based allow rules

Synopsis
AllowGroup [ ["AND" | "OR" | "regex"] group-expression]

Default

None
Context

<Limit>
Module

mod_core
Compatibility
1.1.1 and later

Description

AllowGroup specifies a group-expression that is specifically permitted within the context of the <Limit>
block it is applied to. group-expression has the same format as that used in DefaultRoot, in that it should
contain a comma separated list of groups or "not" groups (by prefixing a group name with the *!' character)
that are to be allowed access to the block.

By default, the expression is parsed as a boolean "AND" list, meaning that ALL elements of the expression
must evaluate to logically true in order to the explicit allow to apply. In order to treat the expression as a

boolean "OR" list, meaning that ANY of the elements must evaluate to logically true, use the optional "AND"
keyword. Similarly, to treat the expression as a regular expression, use the "regex" keyword.

See also

DenyGroup, DenyUser, AllowUser

Examples

# An OR-evaluated AllowGroup directive
AllowGroup OR www, doc

# A regular expression DenyGroup directive
DenyGroup regex ”"sys
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AllowLogSymlinks

Name

AllowLogSymlinks -- Permit logging to symlinked files

Synopsis
AllowLogSymlinks [ "on" | "of f"]

Default
AllowLogSymlinks off

Context

server config, <VirtualHost>, <Global>
Module

mod_log
Compatibility

1.2.2rc2 and later

Description

By default, the server will the path of any configured SystemLog, any configured TransferLogs, and any
configured ExtendedLogs to see if they are symbolic links. If the paths are symbolic links, the server will
refuse to log to that link unless explicitly configured to do so via this directive.

Security note:

Security note: this behaviour should not be allowed unless for a very good reason. By allowing the server to
open symbolic links with its root privileges, you are allowing a potential symlink attack where the server
could be tricked into overwriting arbitrary system files. You have been warned.

See also

Examples

AllowLogSymlinks on

AllowLogSymlinks
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AllowOverride

Name

AllowOverride -- Toggles handling of .ftpaccess files

Synopsis
AllowOverride [ on|off ["user" |"group"|"class" expression]]

Default

on
Context

server config, <Global>, <VirtualHost>, <Anonymous>
Module

mod_core
Compatibility
1.2.7rc1 and later

Description

Normally, the server will look for and parse any files in the encountered directories called ".ftpaccess". The
files provide a functionality similar to Apache's .htaccess files -- mini-configuration files. This directive
controls when those .ftpaccess files will be parsed.

The optional parameters are used to restrict the use of .ftpaccess files only to specific users. If the "user"
restriction is given, then expression is a user-expression specifying to which users the rule applies. Similarly
for the "group" restriction. For the "class" restriction, the expression is simply the name of connection class
for whom the rule will apply.

See also
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AllowOverwrite

Name

AllowOverwrite -- Enable files to be overwritten

Synopsis
AllowOverwrite [ on | of f]

Default
AllowOverwrite off
Context
server config, <VirtualHost>, <Anonymous>, <Directory>, <Global>, .ftpaccess
Module
mod_xfer
Compatibility
0.99.0 and later

Description

The AllowOverwrite directive permits newly transfered files to overwrite existing files. By default, ftp clients

cannot overwrite existing files.

See also

Examples

AllowOverwrite
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AllowRetrieveRestart

Name

AllowRetrieveRestart -- Allow clients to resume downloads

Synopsis
AllowRetrieveRestart [ on | of f]

Default
AllowRetrieveRestart on
Context
server config, <VirtualHost>, <Anonymous>, <Directory>, <Global>, .ftpaccess
Module
mod_core
Compatibility
0.99.0 and later

Description

The AllowRetrieveRestart directive permits or denies clients from performing "restart" retrieve file transfers
via the FTP REST command. By default this is enabled, so that clients may resume interrupted file transfers at

a later time without losing previously collected data.

See also

AllowStoreRestart

Examples

AllowRetrieveRestart
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AllowStoreRestart

Name

AllowStoreRestart -- Allow clients to resume uploads

Synopsis
AllowStoreRestart [ on | of f]

Default

AllowStoreRestart off
Context

server config, <VirtualHost>, <Anonymous>, <Directory>, <Global>, .ftpaccess
Module

mod_core
Compatibility
0.99.0 and later

Description

The AllowStoreRestart directive permits or denies clients from "restarting” interrupted store file transfers
(those sent from client to server). By default restarting (via the REST command) is not permitted when
sending files to the server. Care should be taken to disallow anonymous ftp "incoming" transfers to be
restarted, as this will allow clients to corrupt or increase the size of previously stored files (even if not their
own).

The REST (Restart STOR) command is automatically blocked when HiddenStores is enabled, with the server
returning a 501 error code to the client.

See also

AllowRetrieveRestart Delete AbortedStores HiddenStores

Examples
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AllowUser

Name

AllowUser -- User based allow rules

Synopsis
AllowUser [ ["AND" | "OR" | "regex"] user—expression]

Default
None
Context
<Limit>
Module

mod_core
Compatibility
1.1.7 and later

Description

AllowUser specifies a user-expression that is specifically permitted access within the context of the <Limit>
block it is applied to. user-expression has a similar syntax as that used in AllowGroup, in that it should
contain a comma delimited list of users or "not" users (by prefixing a user name with the *!' character) that are
to be allowed access to the block.

By default, the expression is parsed as a boolean "OR" list, meaning that ANY elements of the expression
must evaluate to logically true in order to the explicit allow to apply. In order to treat the expression as a

boolean "AND" list, meaning that ALL of the elements must evaluate to logically true, use the optional
"AND" keyword. Similarly, to treat the expression as a regular expression, use the "regex" keyword.

See also

DenyUser AllowGroup DenyGroup

Examples

# A regular expression AllowUser directive
AllowUser regex "“ftp

# An AND-evaluated DenyUser directive
DenyUser AND system, test
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AnonRatio

Name

AnonRatio -- Ratio directive

Synopsis
AnonRatio [ fool foo2 foo3]

Default

None known
Context

<Directory>, <Anonymous>, <Limit>,.ftpaccess
Module

mod_ratio
Compatibility
at least 1.2.0 and later

Description

The AnonRatio directive ....

See also

AnonRatio

Examples

AnonRatio
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AnonRejectPasswords

Name

AnonRejectPasswords -- Block certain anonymous user passwords

Synopsis
AnonRejectePasswords [ regex]

Default

None
Context

<Anonymous>
Module

mod_auth
Compatibility
1.2.9rc1 and later

Description

The AnonRejectPasswords directive configures a regular expression filter for passwords given for anonymous
logins. If the given anonymous password matches the configured regular expression, the anonymous login is
denied.

See also

AnonRequirePassword

Examples

# Reject all <Anonymous> logins that use "evil.org" as part of the password
AnonRejectPasswords @evil\.org$
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AnonRequirePassword

Name

AnonRequirePassword -- Make anonymous users supply a valid password

Synopsis
AnonRequirePassword [ on | of f]

Default

AnonRequirePassword off
Context

<Anonymous>
Module

mod_auth
Compatibility
0.99.0 and later

Description

Normally, anonymous FTP logins do not require the client to authenticate themselves via the normal method
of a transmitted cleartext password which is hashed and matched against an existing system user's password.
Instead, anonymous logins are expected to enter their e-mail address when prompted for a password. Enabling
the AnonRequirePassword directive requires anonymous logins to enter a valid password which must match
the password of the user that the anonymous daemon runs as. However using AuthUsingAlias authentication
can be matched against the password of the login username. This can be used to create "guest" accounts,
which function exactly as normal anonymous logins do (and thus present a "chrooted" protected file system to
the client), but require a valid password on the server's host system.

See also

AnonymousGroup AuthAliasOnly AuthUsingAlias
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Anonymous

Name

Anonymous -- Define an anonymous server

Synopsis
Anonymous [ root—-directory]

Default

None
Context

server config,<VirtualHost>, <Global>
Module

mod_core
Compatibility
0.99.0 and later

Description

The Anonymous configuration block is used to create an anonymous FTP login, and is terminated by a
matching </Anonymous> directive. The root-directory parameters specifies which directory the daemon will
first chdir to, and then chroot, immediately after login. Once the chroot operation successfully completes,
higher level directories are no longer accessible to the running child daemon (and thus the logged in user). By
default, proftpd assumes an anonymous login if the remote client attempts to login as the currently running
user; unless the current user is root, in which case anonymous logins are not allowed regardless of the
presence of an <Anonymous> block. To force anonymous logins to be bound to a user other than the current
user, see the User and Group directives. In addition, if a User or Group directive is present in an
<Anonymous> block, the daemon permanently switches to the specified uid/gid before chroot()ing. Normally,
anonymous logins are not required to authenticate with a password, but are expected to enter a valid e-mail
address in place of a normal password (which is logged). If this behavior is undesirable for a given
<Anonymous> configuration block, it can be overridden via the AnonRequirePassword directive.

Note: Chroot()ed anonymous directories do not need to have supplemental system files in them, nor do they
need to have any sort of specific directory structure. This is because proftpd is designed to acquire as much

system information as possible before the chroot, and to leave open those files which are needed for normal
operation and reside outside the new root directory.

See also
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Examples

Example of a typical anonymous FTP configuration:

<Anonymous /home/ftp>
# After anonymous login, daemon runs as user/group ftp.
User ftp
Group ftp

# The client login 'anonymous' is aliased to the "real" user 'ftp'.
UserAlias anonymous ftp

# Deny write operations to all directories, except for 'incoming' where
# 'STOR' is allowed (but 'READ' operations are prohibited)

<Directory *>
<Limit WRITE>
DenyAll
</Limit>
</Directory>

<Directory incoming>
<Limit READ >
DenyAll
</Limit>
<Limit STOR>
AllowAll
</Limit>
</Directory>

</Anonymous>

Examples
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AnonymousGroup

Name

AnonymousGroup -- Treat group members as anonymous users

Synopsis
AnonymousGroup [ group-expression]

Default

None
Context

server config, <VirtualHost>, <Global>
Module

mod_core
Compatibility
1.1.3 and later

Description

The AnonymousGroup directive specifies a group-expression to which all matching users will be considered
anonymous logins. The group-expression argument is a boolean logically ANDed list of groups to which the
user must be a member of (or non-member if the group name is prefixed with a *!" character). For more
information on group-expressions see the DefaultRoot directive. If the authenticating user is matched by an
AnonymousGroup directive, no valid password is required, and a special dynamic anonymous configuration is
created, with the user's home directory as the default root directory. If a DefaultRoot directive also applies to
the user, this directory is used instead of the user's home dir. Great care should be taken when using
AnonymousGroup, as improper configuration can open up user home directories to full read/write access to
the entire world.

See also

AuthAliasOnly AuthUsingAlias AnonRequirePassword DefaultRoot

Examples
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AuthAliasOnly

Name

AuthAliasOnly -- Allow only aliased login names

Synopsis
AuthAliasOnly [ on | off]

Default
AuthAliasOnly off

Context

server config, <VirtualHost>, <Anonymous>, <Global>
Module

mod_auth
Compatibility

1.1.3 and later
Description

AuthAliasOnly restricts authentication to "aliased" logins only; i.e. those usernames provided by clients which
are "mapped" to a real userid by the UserAlias directive. Turning AuthAliasOnly “on' in a particular context
will cause proftpd to completely ignore all non-aliased logins for the entire context. If no contexts are
available without AuthAliasOnly set to “on', proftpd rejects the client login and sends an appropriate message
to syslog.

See also

AnonymousGroup AuthUsingAlias AnonRequirePassword UserAlias

Examples
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AuthGroupFile

Name

AuthGroupkFile -- Specify alternate group file

Synopsis
AuthGroupFile [ path]

Default

None
Context

server config, <VirtualHost>, <Global>
Module

mod_auth_file
Compatibility
1.0.3/1.1.1 and later

Description

AuthGroupkFile specifies an alternate groups file, having the same format as the system /etc/group file, and if
specified is used during authentication and group lookups for directory/access control operations. The path
argument should be the full path to the specified file. AuthGroupFile can be configured on a per-VirtualHost
basis, so that virtual FTP servers can each have their own authentication database (most often used in
conjunction with AuthUserFile).

Note that this file need not reside inside a chroot()ed directory structure for Anonymous or DefaultRoot
logins, as it is held open for the duration of client connections.

See also

AuthUserFile

Examples
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AuthOrder

Name

AuthOrder -- Configure auth module checking order

Synopsis
AuthOrder [ module—name...]

Default

None
Context

server config, <VirtualHost>, <Global>
Module

mod_core
Compatibility
1.2.8rc1 and later

Description

The AuthOrder directive configures the names of auth modules, and the order in which they will be checked
when authenticating a user.

At least one module name must be given; there is no maximum number of modules that can be listed. The
listed module names must the full name of the source file, e.g. "mod_auth_unix.c". To see a full list of module
names, use "proftpd -1". Do not use "mod_auth.c", as that module is the authentication front end module, and
is necessary. Also, do not use "mod_auth_pam.c", as that module does not provide, by itself, all of the
information proftpd needs.

Examples

# Use only AuthUserFiles when authenticating, and not the system's /etc/passwd
AuthOrder mod_auth_file.c

# If the user's information is not in LDAP, they're not a user to use
# this server.
AuthOrder mod_ldap.c

# Use SQL tables first, then LDAP, for authentication
AuthOrder mod_sqgl.c mod_ldap.c
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AuthPAM

Name

AuthPAM -- Enable/Disable PAM authentication

Synopsis
AuthPAM [ on | of f]

Default

on
Context

server config,<VirtualHost>, <Global>
Module

mod_auth_pam
Compatibility
1.2.0rcl1 and later

Description

This directive determines whether PAM is used as an authentication method by ProFTPD. Enabled by default
to fit in with the design policy of using PAM as the primary authentication mechanism.

See also

Examples
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AuthPAMConfig

Name

AuthPAMConfig -- Select PAM service name

Synopsis
AuthPAMConfig [ service]

Default
ftp
Context

server config,<VirtualHost>, <Global>
Module

mod_auth_pam
Compatibility

1.2.0rcl1 and later

Description

This directive allows you to specify the PAM service name used in authentication. PAM allows you to specify
a service name to use when authenticating. This allows you to configure different PAM service names to be
used for different virtual hosts. The directive was renamed from PAMConfig post 1.2.0 prel0.

See also

Examples

# Virtual host foobar authenticates differently than the rest
AuthPAMConfig foobar

# This assumes, that you have a PAM service named foobar
# configured in your /etc/pam.conf file or /etc/pam.d directory.
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AuthUserFile

Name

AuthUserFile -- Specify alternate passwd file

Synopsis
AuthUserFile [ path]

Default
None
Context

server config,<VirtualHost>, <Global>
Module

mod_auth_file
Compatibility
1.0.3/1.1.1 and later

Description

AuthUserFile specifies an alternate passwd file, having the same format as the system /etc/passwd file, and if
specified is used during authentication and user lookups for directory/access control operations. The path
argument should be the full path to the specified file. AuthUserFile can be configured on a per-VirtualHost
basis, so that virtual FTP servers can each have their own authentication database (most often used in
conjunction with AuthGroupFile).

Note that this file need not reside inside a chroot()ed directory structure for Anonymous or DefaultRoot
logins, as it is held open for the duration of client connections.

See also

AuthGroupFile

Examples
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AuthUsingAlias

Name

AuthUsingAlias -- Authenticate via Alias-name instead of mapped username

Synopsis
AuthUsingAlias [ on | of f]

Default

AuthUsingAlias off
Context

<Anonymous>
Module

mod_auth
Compatibility

1.2.0pre9 and later

Description

AuthUsingAlias disables the resolving of mapped usernames for authentication purposes. For example, if you
have mapped the username anonymous to the "real" user ftp, the password gets checked against the user
"anonymous". When AuthUsingAlias is disabled, the checked username would be "ftp".

See also

AnonymousGroup AuthAliasOnly AnonRequirePassword

Examples

An example of an Anonymous configuration using
AuthUsingAlias

# Basic Read-Only Anonymous Configuration.
<Anonymous /home/ftp>

UserAlias anonymous nobody
UserAlias ftp nobody
AuthAliasOnly on

<Limit WRITE>

DenyAll

</Limit>

</Anonymous>

# Give Full Read-Write Anonymous Access t